US009406186B2

a2z United States Patent (10) Patent No.: US 9,406,186 B2
Chapman (45) Date of Patent: Aug. 2, 2016
(54) SYSTEM AND METHOD FOR PROVIDING 2001/0051907 Al 12/2001 Kumar et al.
LIMITED ACCESS TO DATA 2003/0023594 Al*  1/2003 Ramamurthi ..... GO6F 17/30011
2005/0010780 Al* 1/2005 Kane ............... GOGF 21/6245
. o 713/182
(75) Inventor: Jeffrey Michael Chapman, Wilmington, 2005/0015609 Al*  1/2005 Delorme ............. GO6Q 20/341
DE (US) 713/193
2006/0204051 Al* 9/2006 Holland ................. G06Q 20/02
(73) Assignee: CAPITAL ONE FINANCIAL 382/115
CORPORATION, McLean, VA (US) 2006/0218196 Al* 9/2006 Kurita .................. GO06Q 20/341
’ ’ 2006/0230437 Al* 10/2006 Boyer ............. GOGF 21/6245
. . . . . 726/4
(*) Notice: Subject. to any dlsclalmer,. the term of this 2007/0242827 Al 102007 Prafullchandra of al.
patent is extended or adjusted under 35 2007/0277229 A1* 11/2007 Vogel ..ooccovvvreverreane. GOGF 21/33
U.S.C. 154(b) by 835 days. 726/4
2008/0133413 Al 6/2008 Bennett et al.
(21) Appl. No.: 12/778,380 OTHER PUBLICATIONS
(22) Filed: May 12, 2010 Agrawal, Manish, et al., A Conceptual Approach to Information
. L. Security in Financial Account Aggregation, ACM International Con-
(65) Prior Publication Data ference Proceeding Series; vol. 60, pp. 619-626, ACM, New York,
US 2011/0282678 Al Nov. 17, 2011 NY, 2004.
(51) Int.CL * cited by examiner
HO4L 29/06 (2006.01) . . .
GO7F 7/10 (200601) Prlmary Examiner — Harris C Wang
G060 30/06 (2012.01) (74) Attorney, Agent, or Firm — Hunton & Williams LLP
(52) US.CL
CPC oo GOTF 771025 (2013.01); G06Q 30/06  ©O7) ABSTRACT
(2013.01) A system and computer-implemented method for providing
(58) Field of Classification Search access to data of a first party including receiving information
USPC oo 726/27  for identifying the first party, authenticating the first party
See application file for complete search history. using the received information for identifying the first party
and generating a first read-only personal identification num-
(56) References Cited ber (PIN). The first read-only PIN is associated with a first set
of'access rights for the data of the first party and provided to
U.S. PATENT DOCUMENTS a second party. The first read-only PIN is stored with the first
N set of access rights in a computer database. A third party
3,793,302 A §/1998 Stambler ..o G063(302/(;/2% receives the first read-only PIN from the second party, authen-
6,044,349 A * 3/2000 Tolopka ............. GOGF 21/6218 ticates the received first read-only PIN using the stored first
380/277 read-only PIN and provides the second party with access to at
7,266,684 B2*  9/2007 Jancula ... 713/156 least a portion of the data of the first party using the first set of
;’4314712’(5);51; E% N 1?;3882 Eg?ﬁgret al. GO6Q 20/12 access rights associated with the first read-only PIN if the
TR oTm o oemmmn e 235/379 received first read-only PIN is authenticated.
8,751,394 B2* 6/2014 Dudley .................. G06Q 20/32
235/375 30 Claims, 9 Drawing Sheets




US 9,406,186 B2

Sheet 1 of 9

Aug. 2, 2016

U.S. Patent

H0OSS300Hd H3a.LNdNOD

|||||| MHOMIIN WAISAS §3INdWoD
|

h 4

|

\. asEanw _
Wym 7 i
801 801 801

|

[

|

i |

LINN _

[

|

|

|

d0S53004d d31NdNOD

|||||| SHOMLIN WILSAS 93Lndwod ._
— |

S——— |

=—1 E !

\H anEn \m H \ /N “
§

801 301 801

|

|

1

—_— |

Vol _

1INN !

{

{

|

|

13INH3LNI




U.S. Patent Aug. 2, 2016 Sheet 2 of 9 US 9,406,186 B2

201

First party contacts data
custodian to request
enrollment in read-only
PIN program

203 )

Determine whether first
party is existing client
of data custodian

205 |

First party enters
identifying information

207 Y 209

Authenticate first party Inform
identifying information - first

party

211 Y

First party presented with
information for enrolling in
read-only PIN program

213 Y

First party requests
enrollment in read-only
PIN program

215 Y

Read-only PIN
generated

Figure 2



US 9,406,186 B2

Sheet 3 of 9

Aug. 2, 2016

U.S. Patent

€ old
JOV4YILNI |
< sNolvONnWNOD [T
oze
LINA 39YHOLS s~
< ‘Teuon 4/ 3DVYOLS T1EVAONITY el
8le 1IN 3OVHOLS M =
| =iy IAMA FOVHOLS TIGVAOWRY L S~z ¢ 52
ole ) 1 2§
aaH & 3
2= —~—
o \m co | P
AJOWIN AMVANOO3S m& | T coe
80¢ = (< KwonanNw [
y08
w (S)40sSs30o0dd >
208 )
JOVANILNI
AV1dsIa

LINM ONISSH00dd 43LNdNOD

et w

—

csl



U.S. Patent Aug. 2, 2016 Sheet 4 of 9 US 9,406,186 B2

payment from the second | | -P;OVidi-dEtf’rrS:niq usage | F 4
L party is processed Jl L____IEC_)_I"H_IH_I(IW—O_— ._GJEt_F)a__nX___J Ig u re

413
First party requests
enroliment in read oot — — — 1
only PIN program |
|
|
|
415 |
First read only PIN I
generated |
|
|
417 :
Assaciate first read only PIN |
with first set of access !
rights for data of first party }
|
——————————————————— - |
419 I | 449 |
Present or issue first read only PIN | Present orissue first read | I
to a second party : only PIN t :
L__toathidpaty _ _;
[ — — — e ————— | |
421 :
Store first read only PIN with |
first set of access rights in |
file of data custodian I
|
43 Y 1 s |
Second party transmits I- Third party transmits first —:‘-_1 |
first read only PIN to data custodian I read only PIN to o
L. Gatacystodian __J |
425 455 1
" - | I | ‘
Data custodian receives | Data custodian receives | :
first read only PIN from second party I first read only o
L PIN from third party | : |
______ mebay
S IO 3 N
|
427 , 431 | :
Data custodian authenticates received No e | |
first read only PIN with - Infof;gxz:g galns;;;tlng = :
stored first read only PIN ny |
i
Yes Yes |
[ T T T T T T T e T e e st i i e e e e e e e = )
ZE N N T L ____asg |
| Data custodian receives | Dat od " 3 f_ Data custodian provides} ]
| paymentfomthe | ala ous th'a” pm"'t est*l"ecot” | third party with accessto | |
| second party | _ parly with access 1o al leas . | at least a portion of the | !
b ————— - a portion of the data of the first party using | 4at o !
) . . ) { data of the first party using, i
435 the first set of access rights if the first the first set of ‘
FData custodian processe: y d only PIN is authenticated D oS SeL ot access |
| Data custodian processes | rea t rights if the first read only | !
| payment from the second | | {_ PIN is authenticated :
| party I T e —————
b o e e e S - e — - :
37 v I F————————————————— . ]
[ Data custadian provides1 ! 439 Y |
| second partywithaccessl : ™~ ™ 7 Determine usage information | oo oo —lm———— 443 !
| | etermine usage information .
| toatleastaportionof | | L of first reag anly PIN J| Lgajcza!_ﬁist_riag E”E’f[\'f —_—
I thedataofthefirst | | L————————=—s oo
: party if the first read :_ |
| only PIN is | 441
: authenticated and if the | T T T B S At Leeae 7
|



U.S. Patent

]

Aug. 2, 2016

513
First party requests
enroliment in read
only PIN program
515
First read only PIN
gencrated
517
Assaciate first read only PIN
with first set of access
rights for data of first partly
519
Present or issue first read only PIN
to a second party
521

Store first read only PIN with
first set of access rights in
file of data custodian

Sheet 5 of 9

Selecting a third party
for receiving the first read only PIN

ss7 i

Associating the first read only PIN with
information for identifying the
selected third party and with a
second set of access rights for

the data of the first party

569

Praviding the first read only
PIN to the selected third party

523 *

Second party transmits
first read only PIN fo data custedian

525 +

Data custodian receives
first read only PIN from second party

)
N information for identifying the
|

[ — — —— o~ — — .
527 !
Data custodian authenticates received |
first read only PIN with |
stored first read only PIN :
431 |
Inform party No l
transmitting first .J

read only PIN )

N
Yes
528

Data custodian provides secand
party with access to at least
a portion of the data of the first party using
the first set of access rights if the first
read only PIN is authenticated

Figure 5

| Storing the first read only PIN with |
I information for identifying the }
| selecled third parly }

Receiving at least a portion of the. |

! selected third party |

| Selected third party transmits |
first read only PIN from selected |
L third party JI

577 }

Data custadian receives first
read only PIN
from selected third party

579 |

Data custodian authenticates the
selected third party using the received
at least a portion of the information
for identifying the third party

US 9,406,186 B2

T
! 581
|

Infonm party fransmitting
| identifying information

Data custodian provides selected
third party with access to at least a
portion of the data of the first party
using the second set of access rights
if the first read only PIN and the selected
third party are authenticaled



US 9,406,186 B2

Sheet 6 of 9

Aug. 2, 2016

U.S. Patent

9 a4nbi4

a4 uo uoneuLIO| |BUOSIad [ GREYIGH WNoOdY abelayoig
foljod soueinsu) ay O LBESY8. IUNCOOY Spund [EMniy

Aoljod SOUBINSU| S JOUMOBLIOH [ PPS9/8YECE89/YZ 1UNCODY pIed ypsID [
Ao1jod soueInsSU| a)iqowoiny 1 £89/2¢ Junoaoy sBuaes 3
8¥EY. 9 UeO] sjiqowoiny 1/82669% U020y BuyosyD 3

;0) $59008 aABU 0} J0SS992Y Y} USIM NOA UOJBULIO| 10 SJUNOITY 8Y} ¥o8yD

e/VFEoY Nid AlUD-peaY 0} 1085900y UB Se
ppe 0} 8i| pInom noA Auedwod 1o fenpiapul ay Jo Jaquinu auoyd sy 1o Auedwod auy Jo sweu o) Jejug

"anel
0} 1085800y aY} Usim noA sjyblr ssaooe oy} Ay0ads pue 108$200Y 8} 10} UoHBULIOMI BUiAUap! eLIoS Jajus o}
peau NoA Nid AuQ-pesy Sy} WM UoHBULIOJUL INOA SSBI0E Q] 10S$800Yy ue Buljqeus pape)s 186 o]

€LV¥E9Y Nid AlUQ-peay 10§ saueUSUIRY JoWO)SND

CLVPEEIY NId AluQ-pedy inoj ubissy ——




U.S. Patent Aug. 2, 2016 Sheet 7 of 9 US 9,406,186 B2

FIG. 7A
FIG. 7B
FIG. 7C
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1
SYSTEM AND METHOD FOR PROVIDING
LIMITED ACCESS TO DATA

FIELD OF THE INVENTION

The present disclosure is directed generally to systems and
methods for providing an outside party with limited access to
source data of a first party. In particular, the present disclosure
relates to systems and methods for providing a virtual authen-
tication credential to an outside party with improved protec-
tion for first party identity and improved access control for
first party source data.

DESCRIPTION OF THE RELATED ART

Securing customer source data stored with data custodians,
or personally at a customer’s local computer, represents an
ongoing challenge for consumers, businesses, financial insti-
tutions and a wide variety of data custodians. As more data
becomes available on the Internet, providing secure and lim-
ited access to customer information has become increasingly
difficult.

Outside parties have long desired access to customer
source data for a wide variety of purposes. For example, a data
aggregator is a web service or third party agent that consoli-
dates a customer’s financial and personal information and
presents it in a concise, easy to read fashion. An aggregator
may access shopping and financial service websites to extract
customers’ data and repackage the data for presentation on
the aggregator’s web site. Another example is a data miner. A
data miner is a web service or third party agent that often uses
software to analyze relationships and patterns, such as
classes, clusters, associations or sequential patterns, in stored
source data and summarize the relationships identified in a
useful format. Data miners and aggregators use several tech-
niques to access customers’ information from the variety of
shopping and financial web sites. For example, a data aggre-
gator or miner may use a screen scraping technique where the
aggregator uses a customer’s user identification and pass-
word to access the customer’s account data and download the
source data to a central server or system. The data custodian
often does not have control of the data aggregator’s use of the
website. Additionally, the data aggregator or miner’s knowl-
edge of the customer’s user identification and password has
raised significant privacy and security concerns.

An additional technique used by data aggregators or data
miners is permissive aggregation or mining. In this technique,
the data aggregator or data miner enters into a contract with
the data custodian to obtain a private feed for all of their data
requirements. However, the data custodian must invest in
establishing the private feeds and the data aggregators or
miners will use the customer’s identification and password to
access the customer source data. Although, this technique
permits some control by the data custodian, similar privacy
and security concerns still exist with this technique.

Conventional systems and methods have utilized a variety
of techniques to limit outside parties’ access to customer
information. For example, U.S. Patent Publication Ser. No.
2001/0051907 to Kumar et al discloses a portfolio-tracking
module and method for masking or encrypting passwords
such that the passwords are not transmitted in cleartext to a
website. The module and method is useful in limiting the
password’s vulnerability to network attacks. Kumar also dis-
closes that encrypted versions of the login information is
stored on a data aggregator’s server. Additionally, U.S. Patent
Publication Ser. No. 2007/0242827 to Prafullchandra et al
discloses a selective encryption control system and service
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where accesses to a user’s account are logged and usage and
anomalous activity alerts are provided. Prafullchandra also
discloses that the user may limit the number of accesses to a
user’s account to a specific number of times. U.S. Pat. No.
7,266,684 to Jancula discloses a secure ticket system that
allows an aggregator site access to a user’s commerce website
(e.g. financial website) without the user having to divulge
their login information. However, Jancula does not disclose
limiting an aggregator site’s to certain user information. The
publication “A Conceptual Approach to Information Security
in Financial Account Aggregation,” to Agrawal et al. dis-
closes an aggregator credential system where the aggregator
has different permissions, such as view only permissions,
than the user. U.S. Patent Publication Ser. No. 2008/0133413
to Bennett et al discloses an aggregator portal system where
the portal has limited access, such as read access, to a user’s
financial website. Bennett also discloses that a different login
may be linked to the portal, so that the user’s account number
and password is not sent to the financial website.

However, there remains a need in the art to overcome
conventional limitations and provide a novel system and
method for providing access to the data of a first party that
empowers the first party to control what outside parties may
access their source data, or that provides the ability to limit the
scope of the source data provided, such as limiting the access
to a type of access and/or access to subset of the source data,
with improved security and first party identity protection
capability.

SUMMARY OF THE INVENTION

One embodiment of the present invention provides a com-
puter-implemented method for providing access to data of a
first party, the data being stored in a computer database, the
method including, receiving information for identifying the
first party, authenticating the first party using the received
information for identifying the first party, generating a first
read-only personal identification number (PIN), associating
the first read-only PIN with a first set of access rights for the
data of the first party, providing the first read-only PIN to a
second party, storing the first read-only PIN with the first set
of access rights in the computer database, receiving the first
read-only PIN from the second party, authenticating the
received first read-only PIN using the stored first read-only
PIN, and providing the second party with access to at least a
portion of the data of the first party using the first set of access
rights associated with the first read-only PIN if the received
first read-only PIN is authenticated. The method may include
determining usage information for the first read-only PIN and
providing the first party with the determined usage informa-
tion. The method may also include cancelling the first read-
only PIN to prevent access by the second party to the at least
a portion of the data of the first party associated with the first
set of access rights of the first read-only PIN. The method may
further include selecting a third party for receiving the first
read-only PIN; associating the first read-only PIN with infor-
mation for identifying the selected third party and with a
second set of access rights for the data of the first party,
storing the first read-only PIN with the information for iden-
tifying the selected third party and with the second set of
access rights in the computer database, receiving at least a
portion of the information for identifying the selected third
party, receiving the first read-only PIN from the selected third
party, authenticating the received first read-only PIN using
the stored first read-only PIN, authenticating the selected
third party using the received at least a portion of the infor-
mation for identifying the selected third party and the stored
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information for identifying the selected third party and pro-
viding the selected third party with access to at least a portion
of the data of the first party using the second set of access
rights associated with the first read-only PIN if the first read-
only PIN and the selected third party are authenticated.

Another embodiment of the present invention provides a
computer-implemented method for providing access to data
of a first party, the data stored in a computer database, the
method comprising receiving information for identifying the
first party, authenticating the first party using the received
information for identifying the first party, generating at least
two unique read-only personal identification numbers (PINs),
associating each unique read-only PIN with a unique party
and a unique set of access rights for the data of the first party,
providing each unique read-only PIN to each associated
unique party, storing each unique read-only PIN with each
associated unique set of access rights in the computer data-
base, receiving one of said unique read-only PINs from the
unique party associated with the received unique read-only
PIN, authenticating the received unique read-only PIN using
the stored read-only PINs and providing the unique party
associated with the received unique read-only PIN with
access to at least a portion of the data of the first party using
the unique set of access rights associated with the unique
read-only PIN if the received unique read-only PIN is authen-
ticated. The method may include determining usage informa-
tion for one of the unique read-only PINs and providing the
first party with the determined usage information. The
method may also comprise cancelling a unique read-only PIN
to prevent access by the unique party associated with the
cancelled unique read-only PIN to the at least a portion of the
data of the first party associated with the unique set of access
rights of the cancelled unique read-only PIN.

An additional embodiment of the present disclosure pro-
vides a system for providing access to data of a first party,
including a computer processor having a computer readable
storage medium, the computer readable storage medium
comprising computer-executable instructions stored therein
for executing on said processor, the instructions for causing
the processor to receive information for identifying the first
party, authenticate the first party using the received informa-
tion for identifying the first party, generate a first read-only
personal identification number (PIN), associate the first read-
only PIN with a first set of access rights for the data of the first
party, provide the first read-only PIN to a second party, store
the first read-only PIN with the first set of access rights.
receive the first read-only PIN from the second party, authen-
ticate the received first read-only PIN using the stored first
read-only PIN and provide the second party with access to at
least a portion of the data of the first party using the first set of
access rights associated with the first read-only PIN if the
received first read-only PIN is authenticated. The computer
readable storage medium may include computer-executable
instructions stored therein for causing the processor to deter-
mine usage information for the first read-only PIN and pro-
vide the first party with the determined usage information.
The computer readable storage medium may also include
computer-executable instructions stored therein for causing
the processor to cancel the first read-only PIN to prevent
access by the second party to the at least a portion of the data
of'the first party associated with the first set of access rights of
the first read-only PIN.

A further embodiment of the present invention provides a
computer-implemented method for providing access to data
of a first party, the data stored in a computer database, the
method including receiving information for identifying the
first party, authenticating the first party using the received
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information for identifying the first party, generating at least
two unique read-only personal identification numbers (PINs),
associating each unique read-only PIN with a unique party
and a unique set of access rights for the data of the first party,
providing each unique read-only PIN to each associated
unique party, storing each unique read-only PIN with each
associated unique set of access rights in the computer data-
base, receiving a payment from a party associated with a
unique set of access rights comprising payment requirements
for receiving access rights to the data of the first party, pro-
cessing the received payment, receiving a read-only PIN from
the paying party, authenticating the received read-only PIN
using the stored read-only PINs; and providing the paying
party with access to at least a portion of the data of the first
party using the unique set of access rights associated with the
received read-only PIN if the received read-only PIN is
authenticated and if the payment from the paying party is
processed. These embodiments and many other objects and
advantages thereof will be readily apparent to one skilled in
the art to which the invention pertains from a perusal of the
claims, the appended drawings, and the following detailed
description of the embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

Various aspects of the present disclosure will be or become
apparent to one with skill in the art by reference to the fol-
lowing detailed description when considered in connection
with the accompanying exemplary non-limiting embodi-
ments.

FIG. 1 is a diagram of a source data access system con-
nected to a plurality of interconnected computer system net-
works and devices according to an embodiment of the present
disclosure.

FIG. 2 is a flow chart for a method for providing access to
data of a first party according to an embodiment of the dis-
closure.

FIG. 3 is a diagram of an illustrative example of an archi-
tecture of a computer processing unit with the present inven-
tion.

FIG. 4 is a flow chart showing a method for providing
access to data of a first party according to an embodiment of
the present invention.

FIG. 5 is a flow chart illustrating a method for providing
access to data of a first party according to an embodiment of
the present invention.

FIG. 6 is an illustrative website screenshot according to an
embodiment of the present invention.

FIG.7A is a schematic depicting the organization of partial
views 7B and 7C.

FIG. 7B is a partial view of a flow chart showing a method
for providing access to data of a first party according to an
embodiment of the present disclosure.

FIG. 7C is a partial view of a flow chart showing a method
for providing access to data of a first party according to an
embodiment of the present disclosure.

DETAILED DESCRIPTION OF THE
EMBODIMENTS OF THE INVENTION

With reference to the Figures where like elements have
been given like numerical designations to facilitate an under-
standing ofthe present invention, the various embodiments of
a system and method for securing financial information in
payment instruments, such as checks, is provided.

The present disclosure may be utilized to provide access to
source data of a customer stored with a data custodian. The
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data custodian may be, for example, a financial institution
such as a bank, brokerage firm or other similar entity. How-
ever, a data custodian may also be any agent or any agent’s
computer or computers acting as an intermediary between
two other parties or computers of two other parties where
access, such as via the Internet, to certain information or data
is designed to be limited, whether or not the information or
data is confidential. A data custodian may also include a
secure operating system operating on a first party’s micro-
processor-based computer terminal or device capable of
interactive network communications, or wireless device that
connects to, and communicates through, the Internet using,
for example, a wireless access protocol (WAP), and exercis-
ing filesystem access control to limit access to certain locally
stored source data of the first party. The present disclosure
may utilize a computer-based system and method that pro-
vides an outside party with access to source data and infor-
mation of numerous data custodian customers based on cus-
tomer information profiles that may be developed over time as
described below. “Online” may mean connecting to or
accessing source data or information from a location remote
from the data custodian or a branch of the data custodian.
Alternatively, “online” may refer to connecting or accessing
an electronic network (wired or wireless) via a computer as
described below. In exemplary embodiments, the method and
system are web-based, as described below. The outside par-
ties may include, but are not limited to, data aggregators, data
aggregation service providers, data comparison aggregators,
financial institutions, brokerage firms, online trading service
providers, online banking service providers, data mining ser-
vice providers, individual and business accounting service
providers such as Intuit, or interested individuals, businesses
or other parties.

The Internet is a worldwide system of computer net-
works—a network of networks in which a party at one com-
puter or other device connected to the network can obtain
information from any other computer and communicate with
parties of other computers or devices. The most widely used
part of the Internet is the World Wide Web (often-abbreviated
“WWW? or called “the Web™).

One of the most outstanding features of the Web is its use
ofhypertext, which is a method for cross-referencing. In most
Web sites, certain words or phrases appear in text of a differ-
ent color than the surrounding text. This text is often also
underlined. Sometimes, there are hot spots, such as buttons,
images, or portions of images that are “clickable.” Clicking
on hypertext or a hot spot causes the downloading of another
web page via a protocol such as hypertext transport protocol
(HTTP). Using the Web provides access to millions of pages
of'information. Web “surfing” is done with a Web browser, the
most popular of which presently are Apple Safari and
Microsoft Internet Explorer. The appearance of a particular
website may vary slightly depending on the particular
browser used. Versions of browsers have “plug-ins,” which
provide animation, virtual reality, sound, and music. Inter-
preted programs (e.g., applets) may be run within the browser.

FIG. 1 shows a source data access system 150 connected to
a plurality of interconnected computer system networks 102
and devices 110. Each computer system network 102 may
include a corresponding local computer processor unit 104,
which is coupled to a corresponding local data storage unit
106 and to local network party terminals 108. A computer
system network 102 may be a local area network (LAN) or
part of a wide area network (WAN), for example. The source
data access system 150 and local computer processor units
104 are selectively coupled to a plurality of party devices 110
through Internet 114. Each of the plurality of party devices
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110 and local party terminals 108 (collectively, party termi-
nals) may have various devices connected to their local com-
puter systems, such as scanners, barcode readers, printers,
finger print scanners, mouse devices, keyboards, and other
interface devices 112. The source data access system may be
protected from network attacks by a piece of software or
specialized hardware, commonly known as a firewall 140. It
is understood that firewall 140 is used to block network con-
nections from the outside world to source data access system
150 inside the firewall. It is also understood that firewalls are
often governed by a set of rules that specify what IP
addresses, ports, and even types of traffic are allowed to
connect to machines inside the firewall. It is also understood
that other network security defense tools may be employed as
part of a defense-in-depth strategy to secure source data
access system 150 including, but not limited to, intranet sub-
net partitioning, a demilitarized zone, intrusion detection or
host-based intrusion prevention systems.

Source data access system 150 includes a processing unit
152 coupled to one or more data storage units 154, 156. The
processing unit 152 provides front-end graphical user inter-
faces (GUI), e.g., customer GUI 158 and source data access
service provider GUI 160, as well as back-end GUIs 162 to a
party’s terminal 108, 110 or to local computer 164. The GUIs
can take the form of, for example, a webpage that is displayed
using a browser program local to the party terminal 108, 110,
or to local computer 164. It is understood that the source data
access system 150 may be implemented on one or more
computers 164, servers 166, or like devices. For example, a
source data access system may include servers programmed
or partitioned based on permitted access to the source data of
a data custodian customer. Front- and back-end GUIs 158,
160, 162 are preferably portal pages that include various
content retrieved from the one or more data storage devices
154, 156. As used herein, “portal” is not limited to general-
purpose Internet portals, such as YAHOO! or GOGGLE but
also includes GUIs that are of interest to specific, limited
audiences and that provide the party access to a plurality of
different kinds of related or unrelated information, links and
tools as described below. “Webpage” and “website” may be
used interchangeably herein.

A party may gain access to source data access system 150
by using a device 108, 110, 164, programmed with a Web
browser or other software, to locate and select (such as by
clicking with a mouse) a particular webpage. The content of
the webpage is located on the one or more data storage
devices 154, 156. The party devices 108, 110 may be micro-
processor-based computer terminals, pagers that can commu-
nicate through the Internet using the Internet Protocol (IP),
Kiosks with Internet access, connected personal digital assis-
tants or PDAs (e.g., a PALM device manufactured by Palm,
Inc., IPAQ device available from Compaq, iPHONE from
Apple or BLACKBERRY from RIM), or other devices
capable of interactive network communications, such as an
electronic personal planner. Party devices 108, 110 may also
be wireless devices, such as a hand-held unit (e.g., a cellular
telephone or a portable music player such as an iPod) that
connect to, and communicate through, the Internet using a
wireless access protocol (WAP).

The system and method described herein may be imple-
mented by utilizing at least a part of the system 150 described
above in connection with FIG. 1. It should be apparent to one
of'ordinary skill in the art that the system may be incorporated
in a LAN, in a WAN, or through an Internet 114 based
approach, such as through a hosted or non-hosted application
service, or through a combination thereof. The functionality
of the method may be programmed and executed by at least
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one computer processor unit 152, with necessary data and
graphical interface pages as described below stored in and
retrieved from a data storage unit 154, 156. A party can access
this functionality using a party device 108, 110.

As mentioned above, source data access system 150 may
provide separate features and functionality for front-end
users, including customers and source data access service
providers, as well as back-end users that manage the source
data access system 150. For the purposes of this document, a
“customer” is an individual or business or organization that
signs up for or otherwise takes advantage of a source data
custodian service, and a “source data access service provider”
is an individual or business or organization, such as a financial
institution, that provides one or more source data access ser-
vices to customers and third parties. Accordingly, the custom-
ers are actual customers of the source data custodian service
providers.

With attention now drawn to FIG. 2, a flow diagram 200 for
amethod for providing access to data of a first party according
to an embodiment of the disclosure is presented. In FIG. 2, at
block 201 a first party, such as a customer of a data custodian,
may contact a data custodian to request enrollment in a Read-
Only Personal Identification Number (PIN) program, from
the data custodian. For example, the Read-Only PIN may be
avirtual authentication credential for accessing a first party’s
source data stored with a data custodian or with the first party.
As can readily be appreciated, the present disclosure is appli-
cable to a number of limited access credentials, and that a
personal identification number (PIN) is only an exemplary
form of alimited access credential that is contemplated by the
present invention.

One skilled in the art will recognize that the first party may
request enrollment in a Read-Only PIN program by contact-
ing the data custodian through a wide variety of methods
including, but not limited to, telephone, electronic mail,
physical mail or by entering the data custodian’s electronic
system for a Read-Only PIN program. As described above,
the data custodian’s electronic system for the Read-Only PIN
program may be a website provided by the data custodian’s
source data access system 150 that the first party and other
parties may access via a public or private network. The first
party may enter the website a number of ways (i.e., the cus-
tomer’s entrance into the data custodian’s website may be
“path sensitive”, which may have implications as discussed
further below) such as via a public network, via a link from
another account the first party may have with the data custo-
dian, via a notice or alert sent to the first party by the data
custodian, via an e-mail advertisement sent to the first party
by the data custodian, in response to a receipt of a promotional
advertisement, etc.

At block 203, a determination may be made as to whether
the first party is an existing client of the data custodian. In an
embodiment, a determination may be made as to whether the
first party is an existing online client of the data custodian.
This determination may be based on information from block
201 or other information provided by the first party or from
another source, including records or files possessed by, or
stored at, the data custodian, including, but not limited to, at
data storage units 154, 156. In an embodiment, the determi-
nation at block 203 may be made as to whether the first party
is an existing offline client of the data custodian or both an
online and offline client of the data custodian. An offline
client may include the situation where the first party currently
does business with the data custodian but not through the data
custodian’s online system.

If the first party is an existing online client of the data
custodian, then at block 205, the first party enters information
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(which may sometimes be referred to herein as information
for identifying a party or information for identifying a cus-
tomer) such as, for example, a username and password. This
information may typically be entered and transmitted to the
data custodian using a computer such as, for example,
through a customer’s terminal 108, 110 or local computer
164. Alternatively, as would be understood by those of skill in
the art, other information may be entered or used in place of
a username and password. For example, the information for
identifying a first party may include the first party’s name, the
first party’s mailing address, the first party’s electronic mail-
ing address, the first party’s account number, the first party’s
social security number, the first party’s bank’s name, the first
party’s bank’s identification number, the first party’s bank’s
routing transit number, the website login information
assigned to the first party by the data custodian or selected by
the first party when creating an online account with the data
custodian, the first party’s account number with the data
custodian, a digital signature, information stored in a security
token such as a soft token, hard token, key fob, or the like, a
personal identification number (PIN), source IP address, a
session identification, a session start time, a knowledge based
authentication (KBA) status or any combination thereof. Inan
embodiment, since the first party is an existing online client of
the data custodian only a limited amount or portion of infor-
mation need be entered by the first party. In an exemplary
embodiment, the information sent between the first party and
the financial institution is encrypted using a network security
protocol known in the art such as, for example, Secure Socket
Layer (SSL) or Transport Layer Security (TLS). If the first
party is an existing offline client of the institution, the cus-
tomer provides identifying information, at block 205, such as,
for example, the first party’s name, first party’s mailing
address, the customer’s electronic mailing address, the cus-
tomer’s account number, the first party’s social security num-
ber, the first party’s bank’s name, the first party’s bank iden-
tification number, the first party’s bank’s routing transit
number, telephone call-in information assigned to the first
party by the data custodian or selected by the first party during
account set-up, a call-in password, a call-in PIN, or any com-
bination thereof. In an embodiment, since the first party is an
existing offline client of the financial institution, only a lim-
ited amount or portion of information need be entered or
provided by the first party.

Atblock 207, the information provided by the first party at
block 205 may be authenticated by any appropriate method
known in the art. For example, the information provided by
the first party at block 205 may be compared to information
stored for the first party in records or files possessed by, or
stored with, the data custodian, including, but not limited to,
in a computer database at data storage units 154, 156. If the
information provided by the first party at block 205 is not
authenticated, the data custodian may inform the first party
that the information provided at block 205 is incorrect by any
appropriate method known in the art including, for example,
by displaying an error message on the first party’s computer
screen at block 209 and looping the process back to block
205. Ifthe information provided by the first party at block 205
is authenticated, then the data custodian may, at block 211,
present to the first party (e.g. by displaying information on a
webpage presented to the first party) at, for example, the first
party’s terminal 108, 110 or local computer 164, information
for requesting enrollment in the Read-Only PIN program. In
an embodiment, the data custodian may provide to the first
party at block 211, information for requesting enrollment in
the Read-Only PIN program by telephone, electronic mail,
physical mail, or any other correspondence mechanism.
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The information for requesting enrollment in the Read-
Only PIN program presented to the customer at block 211
may be dynamically presented based at least partially on the
information provided by the customer at block 201 or 205 or
from another source, including records or files possessed by,
or stored at, the financial institution, including, but not limited
to, at data storage units 154, 156. For example, the informa-
tion for requesting enrollment in the Read-Only PIN program
may include a type of account held by the customer at the data
custodian including, but not limited to, a savings account,
checking account, credit card account, money market
account, mutual funds account, brokerage account, IRAs,
retirement account, etc. In another embodiment, the informa-
tion for requesting enrollment may include a type of source
data stored by the data custodian including, but not limited to,
sales receipts, expenses, invoices, sales tax records, financial
statements and reports, purchase orders, inventory records,
electronic payment records, marketing statements or reports,
payroll records, distribution records, billing records, account-
ing records, timesheet records, forecast data reports, transac-
tion history statements and reports, merchant account fund
reports, loan records, insurance policies, personal informa-
tion, account summaries, frequent flier records and reports,
electronic bills, stock or mutual fund performance and value
statements and reports, trip itineraries, personal contacts,
meta data, etc. In an embodiment, the information for request-
ing enrollment in the Read-Only PIN program may include
the name of the primary account holder, the name of a joint
account holder, an account number of a checking, savings,
money market, mutual funds, brokerage, IRA, retirement or
other account, a physical or electronic mailing address of the
first party, terms and conditions for enrolling in the Read-
Only PIN program, etc. The terms and conditions, as is known
in the art, typically includes information appropriate for a
product to be selected or ordered by a customer, in this case at
block 211, and may include information, such as, but not
limited to, joint service agreements, privacy statements, pay-
ment requirements, duration of program, etc. In an embodi-
ment, the information for requesting enrollment in the Read-
Only PIN program may include an option for renewal of a
current or recently expired enrollment in the Read-Only PIN
program. In an embodiment, the first party may be asked to
verify the accuracy of the information presented at block 211
and/or accept terms and conditions presented at block 211
prior to requesting enrollment in the Read-Only PIN pro-
gram. In a further embodiment, the first party may perform
edits to the information presented at block 211 to ensure
accuracy. In another embodiment, the information for
requesting enrollment in the Read-Only PIN program may
include a link to an outside party provider site, including but
not limited to, a data aggregator, financial institution, data
miner or data custodian service provider. At block 213, the
first party makes a selection from the information for enroll-
ing in the Read-Only PIN program provided or presented at
block 211 and requests enrollment in the Read-Only PIN
program.

Upon receipt of the request from the first party, at block
215, at least one Read-Only PIN is generated by the data
custodian. As used herein, a Read Only PIN is a virtual
authentication credential, randomly, pseudo-randomly or
otherwise generated by the data custodian by any appropriate
method known in the art, including at least one or more of a
number, letter or symbol, or combination thereof, and that is
designed to provide a third party with access to at least a
portion of the source data of the first party. For example, a
Read-Only PIN generated at the request of a first party may be
generated as “6974e2”. In an embodiment of the present
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invention, computer processing unit 152 may be programmed
to execute a Read-Only PIN generating algorithm that returns
a sequence of apparently non-related numbers, letters, sym-
bols or combinations thereof each time the program is called.
In an alternate embodiment, the Read-Only PIN may be gen-
erated by a secure operating system operating on a first par-
ty’s microprocessor-based computer terminal or device. The
Read-Only PIN provides an additional layer of security by
preventing the second party from having or requiring knowl-
edge of any further information for identifying the first party.

FIG. 3 illustrates an example of an architecture of a com-
puter processing unit 152 configured to implement the algo-
rithms and software programming associated with the present
disclosure. As illustrated in FIG. 3, computer processor unit
152 may include one or more processors 302. The processor
302 is connected to a communication infrastructure 306 (e.g.,
a communications bus, cross-over bar, or network). As dis-
cussed above, computer processing unit 152 may include a
display interface 422 that forwards graphics, text, and other
data from the communication infrastructure 406 (or from a
frame buffer not shown) for display on the front- and back-
end GUIs 158,160, 162 and as retrieved from the one or more
data storage devices 154, 156.

Computer processing unit 152 may also include a main
memory 304, such as a random access memory (RAM), and
a secondary memory 308. The secondary memory 308 may
include, for example, a hard disk drive (HDD) 310 and/or
removable storage drive 312, which may represent a floppy
disk drive, a magnetic tape drive, an optical disk drive, or the
like. The removable storage drive 312 reads from and/or
writes to a removable storage unit 316. Removable storage
unit 316 may be a floppy disk, magnetic tape, optical disk, or
the like. As will be understood, the removable storage unit
316 may include a computer readable storage medium having
stored therein computer software and/or data.

In alternative embodiments, secondary memory 308 may
include other similar devices for allowing computer programs
or other instructions to be loaded into computer processing
unit 152. Secondary memory 308 may include a removable
storage unit 318 and a corresponding interface 314. Examples
of'such removable storage units include, but are not limited to,
USB or flash drives, which allow software and data to be
transferred from the removable storage unit 318 to computer
processing unit 152.

Computer processing unit 152 may also include a commu-
nications interface 320. Communications interface 320
allows software and data to be transferred between computer
processing unit 152 and external devices. Examples of com-
munications interface 320 may include a modem, Ethernet
card, wireless network card, a Personal Computer Memory
Card International Association (PCMCIA) slot and card, or
the like. Software and data transferred via communications
interface 320 may be in the form of signals, which may be
electronic, electromagnetic, optical, or the like that are
capable of being received by communications interface 320.
These signals may be provided to communications interface
320 via acommunications path (e.g., channel), which may be
implemented using wire, cable, fiber optics, a telephone line,
a cellular link, a radio frequency (RF) link and other commu-
nication channels.

In this document, the terms “computer program medium”
and “computer readable storage medium” refer to media such
as removable storage drive 312, or ahard disk installed in hard
disk drive 310. These computer program products may pro-
vide software to computer processing unit 152. Computer
programs (also referred to as computer control logic) are
stored in main memory 304, secondary memory 308 and/or
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data storage devices 154, 156. Computer programs may also
be received via communications interface 320. Such com-
puter programs, when executed by a processor, specifically
enable the computer processing unit 152 to perform features
of'the methods discussed herein. For example, main memory
304, secondary memory 308, data storage devices 154, 156 or
removable storage units 316 or 318 may be encoded with
computer program code for performing the Read-Only PIN
generating algorithm.

In an embodiment implemented using software, the soft-
ware may be stored in a computer program product and
loaded into computer processing unit 152 using removable
storage drive 312, hard drive 310, or communications inter-
face 320. The software, when executed by a processor 302,
causes the processor 302 to specifically perform the functions
of'the Read-Only PIN generating algorithm described herein.
In another embodiment, the Read-Only PIN generating algo-
rithm may be implemented primarily in hardware using, for
example, hardware components such as a digital signal pro-
cessor comprising application specific integrated circuits
(ASICs). In yet another embodiment, the Read-Only PIN
generating algorithm is implemented using a combination of
both hardware and software.

As discussed above, at block 215, the data custodian may
generate a Read-Only PIN by any appropriate method known
or used in the art. For example, it is well-known in the art to
program and execute a standard C RAND or RAND_S func-
tion, or the PHP hyperext preprocessor functions microtine or
mt_rand, or the Unix function /dev/random, or the Java func-
tion SecureRandom, to return a pseudorandom number or
alphanumeric sequence within a specified range. It is under-
stood that a pseudorandom number or alphanumeric
sequence generator should produce a pseudorandom
sequence with a period that is long enough so that a finite
sequence of reasonable length is not periodic. It is also well
known that all pseudorandom number or alphanumeric
sequence generators have an internal memory or state and that
the size of the state is the value that determines the strength of
the pseudorandom number or alphanumeric sequence genera-
tor, where an n-bit state can produce at most 2” different
values. The strength, or ability of the pseudorandom sequence
generator to resist a brute force attack by a cryptanalyst, of the
output of the pseudorandom number or alphanumeric
sequence generator is also commonly associated with the
information entropy of the process that produced the pseudo-
random sequence. This information entropy (H) is conven-
tionally measured in bits and is commonly calculated as: H=L
log, N where L is the number of letters, numbers or symbols
in the sequence and N is the number of possible letters,
numbers or symbols. See, e.g. National Institute of Standards
and Technology Special Publication 800-63, Electronic
Authentication Guideline, Appendix A; Bruce Schneier,
Applied Cryptography, John Wiley & Sons, 1996, Chapter
11, Mathematical Background, p. 233-237. For example, in a
pseudorandom alphanumeric sequence, where each alphanu-
meric character in the sequence is produced independently,
and where the number of possible letters, numbers or symbols
includes all letters in the Latin alphabet from a-z (26), A-Z
(26) and all Arabic numerals from 0-9 (10), the entropy per
symbol would be calculated as H=log, N or log, (52) or 5.70
bits per symbol. It is well known in the art to select L and N
based on a desired information entropy, thus, one skilled in
the art would understand to select those values for the Read-
Only PIN based on a desired information entropy.

It is also understood that to be cryptographically secure, a
pseudorandom sequence must be unpredictable where a
secret key, or seed, is used to set the initial state of the
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pseudorandom sequence generator. Key management of the
secret key or seed may be implemented by the data custodian
in any method known in the art and should be at least in
compliance with the financial industry standards set forth by
the Accredited Standards Committee X9. In addition to
employing a secret key, there are a wide variety of known
methods to generate the seed for pseudorandom sequence
generation. For example, the standard C function RAND may
be seeded using the time function, although time of day is
often not used as a seed due to its susceptibility to crypto-
graphic attacks. Additionally, by way of example, Open SSL.
may use the function RAND_screen( ) to hash the contents of
the screen to generate a seed. Further by way of example, the
Linux random number generator may collect data from a
variety of sources, including mouse, keyboard and other
interrupts to seed a random number generator. Furthermore, it
is well known in the art to combine the seed and a counter
output and hash the output with a one-way hashing functions
such as MD5 or SHA-1 to generate a cryptographically
secure pseudorandom sequence. In an embodiment, at block
215, may be generated by a secure operating system operating
on a first party’s microprocessor-based computer terminal or
device.

FIG. 4 illustrates a flow chart describing a method for
providing limited access to data of a first party according to an
embodiment of the present invention. In the present embodi-
ment and as discussed above, the first party may request
enrollment in the Read-Only PIN program at block 413. Upon
receipt of the request from the first party, at block 415, a first
Read-Only PIN is generated by the data custodian using any
appropriate method known or used in the art. At block 417,
the first Read-Only PIN may be associated with a first set of
access rights for the data of the first party. In an embodiment,
the first set of access rights may be selected by the first party
based on the type of account held by the first party with the
data custodian or the type of source data of the first party
stored by the data custodian in records or files possessed by,
or stored with, the data custodian, including, but not limited
to, in a computer database at data storage units 154, 156. In an
embodiment, the first set of access rights may be selected by
the first party based on the identity of a third party receiving
the Read-Only PIN. The first set of access rights to the source
data of the first party may include, but are not limited to, rights
to read the data, rights to view the data, rights to modify the
data, rights to manipulate the data, rights to download the
data, rights to upload the data, rights to transfer the data, rights
to share the data, rights to aggregate the data, rights to mine
the data, rights to analyze the data, access rights to a subset of
the data, duration of access rights to the data, time of access
rights to the data, payment requirements for receiving access
rights to the data, terms and conditions for the data, and
combinations thereof. For example, the source data may be
divided or partitioned into smaller subsets of data such that
the first set of access rights may include varying level of
access rights depending on the content of the source datain a
subset. In an embodiment, the first set of access rights may
include rights to view the source data and rights to modify a
subset of the source data. For example, if the source data
included information regarding a first party’s savings
account, brokerage account and credit card account, the first
set of access rights may include rights to view the source data
related to the savings account, rights to manipulate the source
data related to the brokerage account and no rights related to
the credit card account. The first set of access rights may
include a limited lifetime or duration of use, where the first set
of access rights, or a portion of the first set of access rights,
would cease after expiration of a period of time or number of
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uses. The first set of access rights may include payment
requirements for receiving access rights to the source data.
For example, a third party data mining service provider may
want the first set of access rights to include rights to view sales
receipts, invoices, purchase orders, inventory records and
electronic payment records of the first party to analyze buying
patterns in a geographical area. The first party or data custo-
dian may select the first set of access rights to include the
access rights requested by the third party data mining service
provider with payment requirements for receiving the
requested access rights. In an embodiment, the first set of
access rights may be billable to the third party.

At block 419, the first Read-only PIN may be presented,
issued, transmitted or otherwise communicated to a second
party over the Internet 114 or by any correspondence mecha-
nism known in the art. The second party may include, but is
not limited to, a data aggregator, data aggregation service
provider, data comparison aggregator, financial institution,
brokerage firm, online trading service provider, online bank-
ing service provider, data mining service provider, individual
and business accounting service provider such as Intuit or
interested individuals, businesses or other parties. In an
embodiment, the second party may include one or more par-
ties including the above or combinations thereof. In an
embodiment, at block 449, the first Read-Only PIN is issued,
presented, transmitted or otherwise provided to a third party.
A third party may be a party distinct from the second party
and may also include, but is not limited to, a data aggregator,
data aggregation service provider, data comparison aggrega-
tor, financial institution, brokerage firm, online trading ser-
vice provider, online banking service provider, data mining
service provider, individual and business accounting service
provider such as Intuit or interested individuals, businesses or
other parties. In an embodiment, the second party and/or third
party may include a family member, friend, business partner,
co-worker, colleague, contractor, employee, or employer of
the first party. For example, the first Read-only PIN may be
associated with a first set of access rights including the rights
to view a savings account of a first party for an upcoming
family vacation, or the rights to view a 529 college savings
plan, and issued to various family members who will be
contributing to and participating in the family vacation or the
recipient of the college savings plan.

In an embodiment at block 419, and similarly block 449,
the first Read-Only PIN is communicated to the second party
or third party computer system network 102 which, as dis-
cussed above, may include a corresponding computer proces-
sor unit 104 of the second party or third party, which is
coupled to a corresponding local data storage unit 106 of the
second party or third party and to local network party termi-
nals 108. In an exemplary embodiment, the Read-Only PIN is
communicated using a network security protocol known in
the art such as SSL or TLS where the information sent
between the data custodian and second and/or third party is
encrypted. As is understood in the art, a network security
protocol may use encrypted sessions to protect confidential
data as it traverses the public Internet 114. The Read-Only
PIN may be communicated with instructions for contacting
the data custodian to access the source data of the first party
including, but not limited to, a website address or IP address,
instructions for accessing the source data once contact has
been established with the data custodian, and may also be
communicated with a summary of'the first set of access rights
associated with the Read-Only PIN.

Inan embodiment, the first Read-only PIN may be stored in
a computer readable medium including, for example, a secu-
rity token such as a soft token, hard token, key fob, or the like.
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In an embodiment, at block 419 and similarly at block 449,
the first Read-only PIN may be issued to an address of the
second party and/or third party stored or possessed by the data
custodian at, for example, records or files at data storage units
154, 156. The address of the second party or third party may
include, but is not limited to, a physical mailing address or
electronic mailing address. In an embodiment, the first party
may be requested to specify or verify the physical mailing
address or electronic mailing address that is stored or pos-
sessed by the data custodian prior to requesting enrollment in
the Read-Only PIN program at block 413. In an embodiment,
at block 419, the first party may select, specify or verify a
second party for receiving the Read-Only PIN, the first set of
access rights associated with the second party and/or third
party and the address of the second party and/or third party.
The Read-Only PIN may be issued with instructions to the
second party or third party. In an embodiment, the Read-Only
PIN may be issued with information to specify the identity of
the first party. The instructions may also include information
for contacting the data custodian to access the source data of
the first party including, but not limited to, a website address
or IP address, may also include information for accessing the
source data once contact has been established with the data
custodian, and/or may also include a summary of the first set
of access rights associated with the Read-Only PIN. In an
embodiment, the first Read-only PIN may be presented,
issued, transmitted or otherwise provided to a second party
and/or third party by the first party. In an embodiment, at
block 419, and similarly at block 449, the first Read-Only PIN
may be presented to the second party, and/or third party
dynamically, for example by displaying information on a
webpage presented to the second and/or third party at, for
example, the second and/or third party’s terminal 108. The
second party and/or third party may receive the first Read-
Only PIN and store the received Read-Only PIN at, for
example, a local storage unit 106.

At block 421, the first Read-Only PIN associated with the
first set of access rights is stored with the first set of access
rights in a file stored or possessed by the data custodian at, for
example, records or files at data storage units 154, 156. For
example, the first Read-Only PIN may be stored in a com-
puter database with an access control matrix, computer sys-
tem security policy, or a filesystem access control configura-
tion including a table of the first set of access rights associated
with the first Read-Only PIN at block 417. It is understood
that a filesystem access control configuration may include
any configuration known in the art to establish and associate
the first set of access rights with the first Read-Only PIN
including, but not limited to, setuid in UNIX, access control
lists (ACL) for Windows® systems, or hybrid systems includ-
ing ACL and capability storage approaches for UNIX, Linux
and OSX.

Atblock 423, the second party transmits the first Read-only
PIN to a data custodian. The data custodian may be the cus-
todian thatissued the first Read-Only PIN to the second party.
The second party may communicate with the data custodian
according to the instructions provided to the second party
with the first Read-only PIN. In an exemplary embodiment,
the first Read-Only PIN is communicated from the second
party to the data custodian using a network security protocol
known in the art such as SSL or TLS where the information
sent between the second party and the data custodian is
encrypted. Similarly, at block 453, a third party may transmit
the first Read-only PIN to a data custodian.

At block 425, the first Read-Only PIN provided by the
second party at block 423 may be received by the data custo-
dian based on the method for transmission employed by the
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second party at block 423. Similarly, at block 455, the first
Read-Only PIN provided by the third party at block 453 may
be received by the data custodian based on the method for
transmission employed by the third party at block 453. At
block 427, the first Read-Only PIN received by the data
custodian at block 425 may be authenticated by any appro-
priate method known in the art. For example, the first Read-
Only PIN may be compared to the first Read-Only PIN stored
for the first party in records or files possessed by, or stored at,
the data custodian, including, but not limited to, at data stor-
age units 154, 156. If the received first Read-Only PIN is not
authenticated, the data custodian may inform the second party
and/or third party that the first Read-Only PIN provided at
block 423 is incorrect by any appropriate method known in
the art including, for example, by transmitting and/or display-
ing an error message on a computer terminal 108 of the
second party and/or third party at block 431 and looping the
process back to block 423 or 453 as appropriate.

If'the first Read-Only PIN received by the data custodian at
block 425 is authenticated, then the data custodian may, at
block 429, provide the second party with access to at least a
portion of the data of the first party using the first set of access
rights. In an embodiment, the source data of the first party
may be stored in a first record or file possessed by, or stored at,
the data custodian, including, but not limited to, at data stor-
age units 154, 156 and the portion of the source data of the
first party, such as a subset of the source data, that is associ-
ated with the first Read-Only PIN may be stored in a second
record or file possessed by, or stored at, the data custodian. In
an embodiment, the subset of the source data may be stored in
a secure or encrypted file of the data custodian, such as, for
example, a Triple DES encrypted “digital safe”. The secure
file may be stored in a separate data storage unit, and/or may
be accessed only by a separate server than the portion of the
source data not associated with the first Read-Only PIN.

For example, a second party may be a customer’s broker-
age firm, the first Read-Only PIN may be a Read-Only PIN
issued to the brokerage firm by a financial institution and the
first set of access rights may include rights to view informa-
tionregarding a customer’s savings account with the financial
institution and the rights to update information regarding a
customer’s online trading account with the financial institu-
tion. In the present example, to access the first party’s source
data associated with the first set of access rights, the broker-
age firm transmits the first Read-Only PIN to the financial
institution. The financial institution may have software stored
in a computer program product and loaded into computer
processing unit 152 using removable storage drive 312, hard
drive 310, or communications interface 320 such that, when
executed by a processor 302, causes the processor 302 to
receive and authenticate the received Read-Only PIN. In the
present example, the received Read-Only PIN may be com-
pared to a table including the first Read-Only PIN and the first
set of access rights and stored in a computer file at the finan-
cial institution, including, but not limited to, at data storage
units 154, 156. The software may include a filesystem access
control configuration for the first Read-Only PIN such that
when executed by a processor 302, causes the brokerage firm
to be given rights to view information regarding a customer’s
savings account with the financial institution and rights to
update information regarding a customer’s online trading
account according to the stored first set of access rights.
Similarly, at block 459, the data custodian may provide a third
party with access to at least a portion of the data of the first
party using the first set of access rights if the received first
Read-Only PIN is authenticated.

10

15

20

25

30

35

40

45

55

60

65

16

As discussed above, the first set of access rights may
include payment requirements for receiving access rights to
the source data. In an embodiment, a second party may
request that the first set of access rights include specific rights
for performing a desired function such as, for example, data
aggregation or data mining. In the present embodiment, the
first party or data custodian may select the first set of access
rights to include the access rights requested by the second
party with payment requirements for receiving the requested
access rights. The payment requirements may provide access
to the portion of the source data associated with the first set of
access rights for a limited time, duration, number of accesses,
or the like, in exchange for a payment from the second party.
Atblock 417, the data custodian may associate the first Read-
Only PIN with the first set of access rights including the
payment requirements for receiving access to the source data
of'the first party. In the subject embodiment, at block 433, the
data custodian may receive a payment from the second party
by any means understood in the art. At block 435, the data
custodian may process the received payment. At block 437,
and as described above, the data custodian may provide the
second party with access to at least a portion of the source data
of'the first party, using the first set of access rights if the first
Read-Only PIN is authenticated and if the payment from the
second party is processed. In another embodiment, the data
custodian may provide the second party with access to at least
aportion of the source data of the first party, using the first set
of'access rights if the first Read-Only PIN is authenticated and
if the payment from the second party is received.

At block 439, the data custodian may determine usage
requirements for the first Read-Only PIN. For example, and
as described above, the data custodian may log all uses of the
first Read-Only PIN and may put in place an audit trail for the
first Read-Only PIN. For example, the data custodian may log
a date-time stamp with the authentication of the first Read-
Only PIN. In another example, the data custodian may pro-
vide a serial number with the authentication of the first Read-
Only PIN for auditing purposes. At block 441, the data
custodian may provide this determined usage information to
the first party. In an embodiment, the data custodian may
make this log available to the first party. The data custodian
may provide monitoring of the usage of the Read-Only PIN
and provide alerts to the first party based on usage activity.
The data custodian may monitor anomalous activity, such as,
for example, unsuccessful authentication attempts of the first
Read-Only PIN, and provide alerts to the first party based on
anomalous usage activity. The data custodian may provide the
first party with historical usage information including the date
and time that the source data or a subset of the source data was
accessed, or the data and time that the first Read-Only PIN
was authenticated. The data custodian may provide the first
party with usage information such as the number of times that
the source data or a subset of the source data was accessed, or
the number of times that the first Read-Only PIN was authen-
ticated.

At block 443, the data custodian may cancel the first Read-
Only PIN. The data custodian may cancel the first Read-Only
PIN to prevent access by the second party and/or the third
party to the at least a portion of the source data of the first
party associated with the first set of access rights of the first
Read-Only PIN. The first party may request cancellation of
the first Read-Only PIN by contacting the data custodian. In
an embodiment, the first party may contact the data custodian
at any time to decline enrollment, or suspend participation, in
the Read-Only PIN program The first party may select a
lifetime or duration of use for the first Read-Only PIN and
direct the data custodian to cancel the first Read-Only PIN
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upon expiration of the lifetime or duration. In an embodiment,
and as discussed above, the first set of access rights may
include a limited lifetime or duration of use, where the first set
of access rights, or a portion of the first set of access rights,
would cease after expiration of a period of time or number of
uses. In the present embodiment, the data custodian may
cancel the first Read-Only PIN when the lifetime or expira-
tion of the first set of access rights expires. The first Read-
Only PIN may be automatically cancelled after a limited
number of accesses by the second party and/or the third party.
The first Read-Only PIN may be automatically cancelled if
the second or third party fails to make a payment within a data
custodian or first party specified time, or upon expiration of a
grace period after the payment deadline expires. In another
embodiment, the first Read-Only PIN may be automatically
cancelled when a logged date-time stamp for authentication
of'the first Read-Only PIN is compared with, and determined
to be equal to or subsequent to, a stored expiration date-time
stamp. In an embodiment, the first Read-Only PIN may be
cancelled based on a second party and/or a third party exceed-
ing a maximum number of failed authentication attempts. The
data custodian may only cancel the first Read-Only PIN for a
second party while keeping the first Read-Only PIN active for
a third party. The second party and/or third party may be
notified of the cancellation of the first Read-Only PIN by the
data custodian by any means understood in the art.

In an embodiment, and as described above, the data custo-
dian may generate a second Read-Only PIN. The first party
may request the generation of the second Read-Only PIN by
contacting the data custodian through a wide variety of meth-
ods including, but not limited to, telephone, electronic mail,
physical mail or by entering the data custodian’s electronic
system for a Read-Only PIN program. As described above,
the data custodian’s electronic system for the Read-Only PIN
program may be a website provided by the data custodian’s
source data access system 150 that the first party and other
parties may access via a public or private network. As
described above, the first party may enter the website a num-
ber of ways to request generation of the second Read-Only
PIN. In an embodiment, the first party may request generation
of the second Read-Only PIN after the first Read-Only PIN
has been cancelled. The second Read-Only PIN may be asso-
ciated with a second set of access rights for the data of the first
party. The second set of access rights may be identical to a
first set of access rights that were cancelled when a first
Read-Only PIN was cancelled. In an embodiment, and as
described above, the second set of access rights may be
selected by the first party based on the type of account held by
the first party with the data custodian or the type of source
data of the first party stored by the data custodian in records or
files possessed by, or stored with, the data custodian, includ-
ing, but not limited to, in a computer database at data storage
units 154, 156. In an embodiment, the second set of access
rights may be selected by the first party based on the identity
of a fourth party receiving the Read-Only PIN. In another
embodiment, and as described above, the source data may be
divided or partitioned into smaller subsets of data such that
the second set of access rights may include varying level of
access rights depending on the content of the source datain a
subset. The first party or data custodian may select the second
set of access rights to include the access rights requested by a
fourth party. The fourth party may include, but is not limited
to, a data aggregator, data aggregation service provider, data
comparison aggregator, financial institution, brokerage firm,
online trading service provider, online banking service pro-
vider, data mining service provider, individual and business
accounting service provider such as Intuit, or an interested
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individual, business or other party. In an embodiment, the
fourth party may include one or more parties including the
above or combinations thereof. In an embodiment, the fourth
party may be identical to the second party or the third party
described above.

As described above at block 419, the second Read-Only
PIN may be presented, issued, transmitted or otherwise com-
municated to a fourth party over the Internet 114 or by any
correspondence mechanism known in the art. The second
Read-Only PIN may be stored with the second set of access
rights in a record or file of the data custodian as shown above
at block 421. The fourth party may transmit the second Read-
Only PIN to the data custodian as described above at block
423. The data custodian may receive and authenticate the
received second Read-Only PIN with the stored second Read-
Only PIN as described above at blocks 425 and 427. If the
second Read-Only PIN is authenticated, the data custodian
may provide the fourth party with access to at least a portion
of the source data of the first party using the second set of
access rights as outlined above at block 429.

With reference now to FIG. 5, a flow chart describing a
method for providing limited access to data of a first party
according to an embodiment of the present invention is
shown. As described above, the first party may request enroll-
ment in the Read-Only PIN program at block 513. Upon
receipt of the request from the first party, at block 515, a first
Read-Only PIN is generated by the data custodian using any
appropriate method known or used in the art. At block 565,
the first party may select a third party for receiving the first
Read-Only PIN. For example, and with reference to FIG. 6,
where an illustrative website screenshot according to an
embodiment of the present invention is shown, the first party
may be requested to enter identifying information about the
third party and to specify the desired access rights for the third
party. For example, the first party may enter the name of the
company and the phone number of the company that they
would like to add as a third party for receiving the first
Read-Only PIN. In an embodiment, the data custodian may
compare the received identifying information about the third
party with information in records or files possessed by, or
stored with, the data custodian, including, but not limited to,
in a computer database at data storage units 154, 156. In an
embodiment, the data custodian may present additional iden-
tifying information about the selected third party to the first
party and request that the first party verify the identity of the
selected third party. In an embodiment, the additional identi-
fying information presented to the first party may include a
link to a website for the selected third party. In another
embodiment, the data custodian may request the first party
provide additional identifying information about the selected
third party. In a further embodiment, the data custodian may
retrieve additional information about the selected third party
including, but not limited to, a host name, Internet Protocol
address or IP address, media access control address or MAC
address, public key, digital certificate, or digital signature
from any source known in the art including, for example, a
certificate authority, a domain name system (DNS), address
resolution protocol (ARP), dynamic host configuration pro-
tocol (DHCP), etc.

At block 565, and as illustrated in FIG. 6, a first party may
select a second set of access rights associated with the
selected third party. As described above, the selected second
set of access rights to the source data of the first party may
include, but are not limited to, rights to read the data, rights to
view the data, rights to modify the data, rights to manipulate
the data, rights to download the data, rights to upload the data,
rights to transfer the data, rights to share the data, rights to
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aggregate the data, rights to mine the data, rights to analyze
the data, access rights to a subset of the data, duration of
access rights to the data, time of access rights to the data,
payment requirements for receiving access rights to the data,
terms and conditions for the data, and combinations thereof.
As additionally described above, the source data may be
divided or partitioned into smaller subsets of data such that
the second set of access rights may include varying level of
access rights depending on the content of the source datain a
subset. In an embodiment, the second set of access rights may
include rights to view the source data and rights to modify a
subset of the source data.

For example, and as illustrated in FIG. 6, the source data
may include accounts or information stored with a data cus-
todian including, but not limited to, a checking account, sav-
ings account, credit card account, mutual fund account, bro-
kerage account, automobile loan information, automobile
insurance policy information, homeowner’s insurance policy
information, life insurance policy information or personal
information on file with the data custodian. In an embodi-
ment, the selected second set of access rights may include
rights to view the source data related to the savings account,
checking account and credit card account rights to update the
source data related to the brokerage account and mutual funds
account and no rights related to the insurance policy infor-
mation or personal information on file with the data custo-
dian. As described above, the selected second set of access
rights may include a limited lifetime or duration of use, where
the second set of access rights, or a portion of the first set of
access rights, would cease after expiration of a period of time
or number of uses. In an embodiment, the selected second set
of access rights may include payment requirements for
receiving access rights to the source data. For example, the
selected third party may be a party data mining service pro-
vider. In the present example, the data mining service pro-
vider may want or request information on the types of
accounts and insurance policies held by a first party at a
financial institution to analyze patterns of financial institution
customers. The first party may select the second set of access
rights to include rights to view the information requested by
the third party data mining service provider, but exclude any
rights to view specific information within each account or
policy and personal information on file with the financial
institution. The first party may also select the second set of
access rights to include payment requirements for receiving
the requested access rights. In an embodiment, the first set of
access rights may be billable to the third party.

At block 517, the first Read-Only PIN may be associated
with a first set of access rights for the data of the first party. At
block 567, the first Read-Only PIN may also be associated
with at least a portion of the information for identifying the
selected third party and the selected second set of access
rights for the source data of the first party. For example, the
first Read-Only PIN may be associated with a name, IP
address, digital certificate, or public key of the selected third
party and the second set of access rights selected by the first
party at block 565. At block 519, and similarly at block 569,
the first Read-Only PIN is provided to the second party and
the selected third party respectively, as described above. The
first Read-Only PIN may be stored with the first set of access
rights in a record or file of the data custodian as shown above
atblock 521. Similarly, at block, 571, the first Read-Only PIN
may be stored with the associated information for identifying
the selected third party and the selected set of access rights in
a record of file of the data custodian. In an embodiment, the
first Read-Only PIN and first set of access rights of the first
party may be stored in a first record or file possessed by, or
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stored at, the data custodian, including, but not limited to, at
data storage units 154, 156 and the first Read-Only PIN,
selected second set of access rights and associated informa-
tion for identifying the selected third party may be stored in a
second record or file possessed by, or stored at, the data
custodian. In an embodiment, the subset of the source data
associated with the selected set of access rights, or first set of
access rights, may be stored in a secure or encrypted file of the
data custodian. As described above, the secure file may be
stored in a separate data storage unit, and may be accessed
only by a separate server than the portion of the source data
not associated with the first Read-Only PIN.

The selected third party may attempt to access the source
data associated with the selected second set of access rights of
the first Read-Only PIN by contacting the data custodian by
any method known in the art. For example, the selected third
party may communicate with the data custodian according to
instructions provided to the selected third party with the first
Read-only PIN. In an exemplary embodiment, the selected
third party may establish an SSL or TLS encrypted session
with a data custodian via the Read-Only PIN program website
of the data custodian. At block 573, the data custodian may
receive at least a portion of the information for identifying the
selected third party. For example, in an SSL handshake, the
digital certificates, public keys and private keys of the
selected third party and data custodian may be used to authen-
ticate the identity of one or both parties involved in the SSL
session using SSI. mutual authentication or SSL single-end
authentication. In an embodiment, the data custodian may
receive the IP address or the MAC address of the selected
third party. At block 523, the first Read-Only PIN is commu-
nicated from the second party to the data custodian. Similarly,
at block 575, the selected third party may transmit the first
Read-Only PIN to the data custodian as described above.

The data custodian may receive the first Read-Only PIN
from the second party and/or selected third party as described
above at blocks 525 and 577 and authenticate the received
first Read-only PIN by any appropriate method known in the
art. For example, the first Read-Only PIN may be compared to
the first Read-Only PIN stored for the first party in records or
files possessed by, or stored at, the data custodian, including,
but not limited to, at data storage units 154, 156. As described
above, if the received first Read-Only PIN is not authenti-
cated, the data custodian may inform the party transmitting
the first Read-Only PIN; at block 531, that the first Read-Only
PIN provided at block 523 is incorrect by any appropriate
method known in the art including, for example, by transmit-
ting and/or displaying an error message on a computer termi-
nal 108 of the transmitting party and looping the process back
to block 523 or 575 as appropriate. [f the first Read-Only PIN
received by the data custodian at block 525 is authenticated,
then the data custodian may, at block 529, provide the second
party with access to at least a portion of the data of the first
party using the first set of access rights. If the first Read-Only
PIN received by the data custodian at block 577 is authenti-
cated, the data custodian may authenticate the selected third
party using the received information for identifying the
selected third party and the stored information for identifying
the selected third party stored with the first Read-Only PIN. If
the selected third party is not authenticated, at block 581, the
data custodian may inform the party transmitting the first
Read-Only PIN at block 575, that the identity of the selected
third party could not be authenticated by any appropriate
method known in the art and loop the process back to block
573. If the selected third party is authenticated, the data cus-
todian, at block 583, may provide the selected third party with
access to at least a portion of the source data of the first party
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using the selected second set of access rights provide the
fourth party with access to at least a portion of the source data
of the first party using the second set of access rights as
outlined above.

With reference to FIGS. 7A-7C, a flow chart showing a
method for providing access to data of a first party according
to an embodiment of the present disclosure is illustrated. At
block 713, a first party requests enrollment in a data custodi-
an’s Read-Only PIN program as described above. Upon
receipt of the request from the first party, at block 715, at least
two unique Read-Only PINs are generated by the data custo-
dian using any appropriate method known or used in the art.
In an embodiment, each unique Read-Only PIN is associated
with a unique party and a unique set of access rights for the
data of the first party. At block 717, a first unique Read-Only
PIN may be associated with a second party and a first set of
access rights for the data of the first party. Similarly, at block
719, a second unique Read-Only PIN may be associated with
a third party and a second set of access rights for the data of
the first party.

In an embodiment, the first party may be requested to enter
identifying information about the party to receive each unique
Read-Only PIN and to specify the desired access rights for the
party. For example, the first party may enter the name of a
family member, friend or colleague that they would like to be
associated with one of the unique Read-Only PINs. Addition-
ally, by way of example, the first party may enter the name of
the company and the phone number of the company that they
would like to add as the unique party for receiving one of the
unique Read-Only PINs. In an embodiment, the data custo-
dian may compare the received identifying information about
the unique party with information in records or files pos-
sessed by, or stored with, the data custodian, including, but
not limited to, in a computer database at data storage units
154, 156. In an embodiment, the data custodian may present
additional identifying information about each unique party to
the first party and request that the first party verify the identity
of'each unique party. In another embodiment, the data custo-
dian may request that the first party provide additional iden-
tifying information for each unique party. In a further
embodiment, the data custodian may retrieve additional
information about each unique party including, but not lim-
ited to, a host name, Internet Protocol address or IP address,
media access control address or MAC address, public key,
digital certificate, or digital signature from any source known
in the art.

In an embodiment, the first party may be requested to select
a unique set of access rights associated with each of the
unique Read-Only PINS. As described above, each of the
unique set of access rights to the source data of the first party
may include, but are not limited to, rights to read the data,
rights to view the data, rights to modify the data, rights to
manipulate the data, rights to download the data, rights to
upload the data, rights to transfer the data, rights to share the
data, rights to aggregate the data, rights to mine the data,
rights to analyze the data, access rights to a subset of the data,
duration of access rights to the data, time of access rights to
the data, payment requirements for receiving access rights to
the data, terms and conditions for the data, and combinations
thereof. The first set of access rights may include payment
requirements for receiving access rights to the source data
that are billable to a unique party.

Each unique Read-Only PIN may be provided to each
associated unique party. At block 721, the first unique Read-
Only PIN is provided to the associated second party. Simi-
larly, at block 723, the second unique Read-Only PIN is
provided to the associated third party. At block 723, and
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similarly at block 753, each unique Read-Only PIN is stored
with its associated unique set of access rights. Each unique
Read-Only PIN may be stored with its associated unique set
of access rights party in a records or file possessed by, or
stored with, the data custodian, including, but not limited to,
in a computer database at data storage units 154, 156.

At block 755, the data custodian may transmit a request for
payment to the associated third party for use of the second
unique Read-Only PIN. For example, the data custodian may
send a bill or invoice to the associated third party by any
appropriate method known in the art. The request for payment
may be transmitted with the second unique Read-Only PIN.
In an embodiment, the request for payment may be an alert
that is transmitted to the associated third party when the
associated third party attempts to connect with the Read-Only
PIN website of the data custodian. In another embodiment,
the request for payment, or a reminder of the request for
payment, may be sent periodically to the associated third
party by the data custodian until a payment is received or
processed by the data custodian. At block 765, the data cus-
todian may receive a payment from the associated third party.
At block 767, the data custodian may process the received
payment from the associated third party. If the payment is not
successfully processed, the data custodian may, at block 769,
inform the associated third party by any appropriate method
in the art and loop the process back to block 755.

When the unique party associated with each of the unique
Read-Only PINs desires access to the source data associated
with each of the unique set of access rights, the unique party
will transmit its associated unique Read-Only PIN to the data
custodian. At block 727, or similarly at block 757, the asso-
ciated second party Read-Only PIN or associated third party
transmits the first unique Read-Only PIN or second unique
Read-Only PIN respectively to the data custodian. At block
729, or similarly at block 759, the data custodian may receive
the first Read-Only PIN or second Read-Only PIN from the
associated second party or associated third party respectively.
At block 731, or similarly at block 761, the data custodian
may authenticate the received first unique Read-Only PIN or
the received second unique Read-Only PIN respectively by
any appropriate method known in the art. For example, the
received first unique Read-Only PIN or the received second
unique Read-Only PIN may be compared to the Read-Only
PINs stored for the first party in records or files possessed by,
or stored at, the data custodian, including, but not limited to,
at data storage units 154, 156. As described above, if the
received first unique Read-Only PIN, or similarly the
received second unique Read-Only PIN,; is not authenticated,
the data custodian may inform the party transmitting the first
unique Read-Only PIN, or similarly the second unique Read-
Only PIN at block 733, or 763 respectively, that the unique
Read-Only PIN provided at block 727, or 757 respectively, is
incorrect by any appropriate method known in the art includ-
ing, for example, by transmitting and/or displaying an error
message on a computer terminal 108 of the transmitting party
and looping the process back to block 757 or 727 as appro-
priate.

At block 735, if the first unique Read-Only PIN is authen-
ticated, the data custodian may provide the second party with
access to at least a portion of the source data of the first party
using the associated first set of access rights. At block 771,
and as described above, the data custodian may provide the
associated third party with access to at least a portion of the
source data of the first party, using the second unique set of
access rights if the second unique Read-Only PIN is authen-
ticated and if the payment from the associated third party is
processed. In another embodiment, the data custodian may
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provide the associated third party with access to at least a
portion of the source data of the first party, using the second
unique set of access rights if the second unique Read-Only
PIN is authenticated and if the payment from the associated
third party is received. In an embodiment, at block 737, and as
described above, the data custodian may determine usage
requirements for the first unique Read-Only PIN. The data
custodian, as described above, may provide the determined
usage information to the first party at block 739. At block 741,
the data custodian may cancel the first unique Read-Only PIN
to prevent access by the associated second party to at least a
portion of the source data of the first party associated with the
first unique set of access rights of the cancelled first unique
Read-Only PIN.

As shown by the various configurations and embodiments
illustrated in FIGS. 1-7C, a system and method for securing
financial information have been described.

While preferred embodiments of the present invention
have been described, it is to be understood that the embodi-
ments described are illustrative only and that the scope of the
invention is to be defined solely by the appended claims when
accorded a full range of equivalence, many variations and
modifications naturally occurring to those of skill in the art
from a perusal hereof.

I claim:
1. A computer-implemented method for providing access
to data of a first party, comprising:

providing a computer processor at a data custodian, the
computer processor having a computer readable storage
medium, the computer readable storage medium com-
prising instructions stored therein for executing on said
processor, the instructions when read and executed, for:

receiving information from a first party device for identi-
fying the first party;

authenticating the first party using the received information
for identitying the first party;

generating, upon receipt of a request from the first party
device, a first read-only personal identification number
(PIN) using a random or pseudo-random generator;

associating the first read-only PIN with a second party’s
limited access rights for the data of the first party,
wherein the second party’s limited access rights are
based on second party data;

providing the first read-only PIN to the second party,
wherein the first party, the data custodian, and the second
party are different parties;

storing the first read-only PIN with the second party’s
limited access rights in a computer database;

receiving the first read-only PIN from a device associated
with the second party;

authenticating the received first read-only PIN by compar-
ing the first read-only PIN received from the second
party device with the stored first read-only PIN; and

if the received first read-only PIN is authenticated, the data
custodian providing the second party device with the
limited access to the data of the first party as defined in
the stored second party’s limited access rights;

receiving a selection from the first party device of a third
party for receiving the first read-only PIN;

associating the first read-only PIN with information for
identifying the selected third party and with the third
party’s limited access rights for the data of the first party,
wherein the third party’s limited access rights are based
on third party data, and wherein the third party’s limited
access rights are different than the second party’s limited
access rights;
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storing the first read-only PIN with the information for
identifying the selected third party and with the third
party’s limited access rights in the computer database;

receiving at least a portion of the information for identify-
ing the selected third party;

authenticating the selected third party using the received at

least a portion of the information for identifying the
selected third party and the stored information for iden-
tifying the selected third party;

if the selected third party is authenticated, receiving the

first read-only PIN from a device associated with the
authenticated third party;

authenticating the received first read-only PIN by compar-

ing the first read-only PIN received from the third party
device with the stored first read-only PIN; and

if the first read-only PIN is authenticated, the data custo-

dian providing the authenticated third party device with
the limited access to the data of the first party as defined
in the stored third party’s limited access rights.

2. The method of claim 1, the computer readable storage
medium further comprising instructions stored therein for
executing on said processor, the instructions when read and
executed, for:

determining usage information for the first read-only PIN;

and

providing the first party with the determined usage infor-

mation.

3. The method of claim 1, the computer readable storage
medium further comprising instructions stored therein for
executing on said processor, the instructions when read and
executed, for:

cancelling the first read-only PIN to prevent any access by

the second party or the third party to the data of the first
party.
4. The method of claim 3, further comprising:
the computer readable storage medium further comprising
instructions stored therein for executing on said proces-
sor, the instructions when read and executed, for:

generating a second read-only personal identification num-
ber (PIN) after the first read-only PIN has been can-
celled;

associating the second read-only PIN with the third party’s

limited access rights for the data of the first party,
wherein the third party’s limited access rights are based
on third party data;

providing the second read-only PIN to the third party

device;

storing the second read-only PIN with the third party’s

limited access rights;

receiving the second read-only PIN from the third party

device;
authenticating the received second read-only PIN by com-
paring the second read-only PIN received from the third
party device with the stored second read-only PIN; and

if the second read-only PIN is authenticated, the data cus-
todian providing the third party device with the limited
access to the data of the first party as defined in the stored
third party’s limited access rights.

5. The method of claim 1, wherein the second party’s
limited access rights or the third party’s limited access rights
to the data of the first party is selected from the group con-
sisting of: rights to read the data, rights to view the data, rights
to modify the data, rights to manipulate the data, rights to
download the data, rights to upload the data, rights to transfer
the data, rights to share the data, rights to aggregate the data,
rights to mine the data, rights to analyze the data, access rights
to a subset of the data, duration of access rights to the data,
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time of access rights to the data, payment requirements for
receiving access rights to the data, terms and conditions for
the data, and combinations thereof.

6. The method of claim 5, wherein the second party’s
limited access rights or the third party’s limited access rights
comprise rights to view the data and rights to modify a subset
of the data.

7. The method of claim 6, further comprising:

storing the data of the first party in a first computer file of

the data custodian; and

storing the subset of the data of the first party in a second

computer file of the data custodian.

8. The method of claim 5, wherein the second party’s
limited access rights or the third party’s limited access rights
comprise payment requirements for receiving additional
access rights to the data.

9. The method of claim 8, further comprising:

the computer readable storage medium further comprising

instructions stored therein for executing on said proces-
sor, the instructions when read and executed, for:
receiving a payment from the second party;

processing the received payment; and

if the first read-only PIN is authenticated,

the data custodian providing the second party device with

the additional access to the data of the first party as
defined in the stored second party’s limited access
rights.
10. The method of claim 1, further comprising:
the computer readable storage medium further comprising
instructions stored therein for executing on said proces-
sor, the instructions when read and executed, for:

receiving information for identifying an unknown party
other than the first party, the second party, or the third
party;

authenticating the unknown party;

receiving the first read-only PIN from a device associated

with the unknown party;

the data custodian denying the unknown party device

access to the data of the first party.
11. A non-transitory computer readable storage medium
comprising instructions for causing a processor to execute a
computer-implemented method for providing access to data
of a first party, comprising:
providing a computer processor at a data custodian, the
computer processor having a computer readable storage
medium, the computer readable storage medium com-
prising instructions stored therein for executing on said
processor, the instructions when read and executed, for:

receiving information from a first party device for identi-
fying the first party;

authenticating the first party device using the received

information for identitying the first party;
generating, upon receipt of a request from the first party
device, a first read-only personal identification numbers
(PINs) using a random or pseudo-random generator;

associating the first read-only PIN with a second party’s
limited access rights for the data of the first party,
wherein the second party’s limited access rights are
based on second party data;

providing the first read-only PIN to the second party,

wherein the first party, the data custodian, and the second
party are different parties;

storing the first read-only PIN with the second party’s

limited access rights in a computer database;

receiving the first read-only PINs from a second party

device;
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authenticating the received first read-only PIN by compar-
ing the first read-only PIN received from the second
party device with the stored first read-only PIN;
ifthe received first read-only PIN is authenticated, the data
custodian providing the second party device with the
limited access to the data of the first party as defined in
the stored second party’s limited access rights;

receiving a selection from the first party device of a third
party for receiving the first read-only PIN;
associating the first read-only PIN with information for
identifying the selected third party and with the third
party’s limited access rights for the data of the first party,
wherein the third party’s limited access rights are based
on third party data, and wherein the third party’s limited
access rights are different than the second party’s limited
access rights;
storing the first read-only PIN with the information for
identifying the selected third party and with the third
party’s limited access rights in the computer database;

receiving at least a portion of the information for identify-
ing the selected third party;

authenticating the selected third party using the received at

least a portion of the information for identifying the
selected third party and the stored information for iden-
tifying the selected third party;

if the selected third party is authenticated, receiving the

first read-only PIN from a device associated with the
authenticated third party;

authenticating the received first read-only PIN by compar-

ing the first read-only PIN received from the third party
device with the stored first read-only PIN; and

if the first read-only PIN is authenticated, the data custo-

dian providing the authenticated third party device with
the limited access to the data of the first party as defined
in the stored third party’s limited access rights.

12. The non-transitory computer readable storage medium
of claim 11, further comprising instructions stored therein
that when read and executed cause the processor to:

determine usage information for the first read-only PIN;

and

provide the first party with the determined usage informa-

tion.

13. The non-transitory computer readable storage medium
of claim 11, further comprising instructions stored therein
that when read and executed cause the processor to:

cancel the first read-only PIN to prevent any access by the

second party or the third party to the data of the first
party.

14. The non-transitory computer readable storage medium
of claim 13, further comprising instructions stored therein
that when read and executed cause the processor to:

generate a second read-only personal identification num-

ber (PIN) after the first read-only PIN has been can-
celled;

associate the second read-only PIN with the third party’s

limited access rights for the data of the first party,
wherein the third party’s limited access rights are based
on third party data;

provide the second read-only PIN to the third party device;

store the second read-only PIN with the third party’s lim-

ited access rights;

receive the second read-only PIN from the third party

device;

authenticate the received second read-only PIN by com-

paring the second read-only PIN received from the third
party device with the stored second read-only PIN; and
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provide the third party device with limited access rights to
the data of the first party as defined in the stored third
party’s limited access rights if the second read-only PIN
is authenticated.

15. The non-transitory computer readable storage medium
of claim 11, wherein the second party’s limited access rights
or the third party’s limited access rights are selected from the
group consisting of: rights to read the data, rights to view the
data, rights to modify the data, rights to manipulate the data,
rights to download the data, rights to upload the data, rights to
transfer the data, rights to share the data, rights to aggregate
the data, rights to mine the data, rights to analyze the data,
access rights to a subset of the data, duration of access rights
to the data, time of access rights to the data, payment require-
ments for receiving access rights to the data, terms and con-
ditions for the data, and combinations thereof.

16. The non-transitory computer readable storage medium
of claim 15, wherein the second party’s limited access rights
or the third party’s limited access rights comprise rights to
view the data and rights to modify a subset of the data.

17. The non-transitory computer readable storage medium
of claim 16, further comprising instructions stored therein
that when read and executed cause the processor to:

store the data of the first party in a first computer file of the

data custodian; and storing the subset of the data of the
first party in file of the data custodian.

18. The non-transitory computer readable storage medium
of claim 15, wherein the second party’s limited access rights
or the third party’s limited access rights comprises payment
requirements for receiving additional access rights to the
data.

19. The non-transitory computer readable storage medium
of claim 18, further comprising instructions stored therein
that when read and executed cause the processor to:

receive a payment from the second party;

process the received payment;

and

if the first read-only PIN is authenticated, the data custo-

dian providing the second party device with additional
access to the data of the first party as defined in the stored
second party’s limited access rights.

20. The non-transitory computer readable storage medium
of claim 11, further comprising instructions stored therein
that when read and executed cause the processor to:

receive information for identifying unknown party other

than the first party, the second party, or the third party;
authenticating the unknown party;

receiving the first read-only PINs from a device associated

with the unknown party;

the data custodian denying the unknown party device

access to the data of the first party.

21. A system for providing access to data of a first party,
comprising:

acomputer processor at a data custodian having a computer

readable storage medium, the computer readable storage
medium comprising computer-executable instructions
stored therein for executing on said processor, said
instructions for causing said processor to:

receive information from a first party device foridentitying

the first party;

authenticate the first party using the received information

for identitying the first party;

generate, upon receipt of a request from a device associated

with the first party, a first read-only personal identifica-
tion number (PIN) using a random or pseudo-random
generator,
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associate the first read-only PIN with a second party’s
limited access rights for the data of the first party,
wherein the second party’s limited access rights are
based on second party data;

provide the first read-only PIN to the second party, wherein

the first party, the data custodian and the second party are
different parties;

store the first read-only PIN with the second party’s limited

access rights in a database associated with the computer
processor;

receive the first read-only PIN from a device associated

with the second party;

authenticate the received first read-only PIN by comparing

the first read-only PIN received from the second party
device with the stored first read-only PIN;

ifthe received first read-only PIN is authenticated, provide

the second party device with access to the data of the first
party as defined in the stored second party’s limited
access rights;

receive a selection from the first party device of a third

party for receiving the first read-only PIN;

associate the first read-only PIN with information for iden-

tifying the selected third party and with the third party’s
limited access rights for the data of the first party,
wherein the third party’s limited access rights are based
on third party data, and wherein the third party’s limited
access rights are different than the second party’s limited
access rights;

store the first read-only PIN with the information for iden-

tifying the selected third party and with the third party’s
limited access rights in the computer database;

receive at least a portion of the information for identifying

the selected third party;

authenticate the selected third party using the received at

least a portion of the information for identifying the
selected third party and the stored information for iden-
tifying the selected third party;

if the selected third party is authenticated, receive the first

read-only PIN from a device associated with the authen-
ticated third party;

authenticate the received first read-only PIN by comparing

the first read-only PIN received from the third party
device with the stored first read-only PIN; and

if the first read-only PIN is authenticated, the data custo-

dian providing the authenticated third party device with
the limited access to the data of the first party as defined
in the stored third party’s limited access rights.

22. The system of claim 21, wherein the computer readable
storage medium further comprises computer-executable
instructions stored therein for causing said computer proces-
sor at said data custodian to:

determine usage information for the first read-only PIN;

and

provide the first party with the determined usage informa-

tion.

23. The system of claim 21, wherein the computer readable
storage medium further comprises computer-executable
instructions stored therein for causing said computer proces-
sor at said data custodian to:

cancel the first read-only PIN to prevent any access by the

second party device or the third party device to the data
of the first party.

24. The system of claim 23, wherein the computer readable
storage medium further comprises computer-executable
instructions stored therein for causing said computer proces-
sor at said data custodian to:
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generate a second read-only personal identification num-
ber (PIN) after the first read-only PIN has been can-
celled;

associate the second read-only PIN with the third party’s

limited access rights for the data of the first party,
wherein the third party’s limited access rights are based
on third party data;

provide the second read-only PIN to the third party device;

store the second read-only PIN with the third party’s lim-

ited access rights;
receive the first read-only PIN from the third party device;
authenticate the received second read-only PIN by com-
paring the second read-only PIN received from the third
party device with the stored second read-only PIN; and

if the received second read-only PIN is authenticated, pro-
vide the third party device with the limited access to the
data of the first party as defined in the stored third party’s
limited access rights.

25. The system of claim 21, wherein the second party’s
limited access rights or the third party’s limited access rights
to the data of the first party is selected from the group con-
sisting of: rights to read the data, rights to view the data, rights
to modify the data, rights to manipulate the data, rights to
download the data, rights to upload the data, rights to transfer
the data, rights to share the data, rights to aggregate the data,
rights to mine the data, rights to analyze the data, access rights
to a subset of the data, duration of access rights to the data,
time of access rights to the data, payment requirements for
receiving access rights to the data, terms and conditions for
the data, and combinations thereof.

26. The system of claim 25, wherein the second party’s
limited access rights or the third party’s limited access rights
comprise rights to view the data and rights to modify a subset
of the data.
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27. The system of claim 26, the computer readable storage
medium further comprising computer-executable instruc-
tions stored therein for causing said computer processor at
said data custodian to:

store the data of the first party in a first computer file of the

database; and

store the subset of the data of the first party in a second

computer file of the database.

28. The system of claim 25, wherein the second party’s
limited access rights or the third party’s limited access rights
comprise payment requirements for receiving additional
access rights to the data.

29. The system of claim 28, the computer readable storage
medium further comprising computer-executable instruc-
tions stored therein for causing said computer processor at
said data custodian to:

receive a payment from the second party;

process the received payment; and

if the first read-only PIN is authenticated and if the pay-

ment from the second party is received, provide the
second party device with the additional access to the data
of the first party as defined in the stored second party’s
limited access rights.

30. The system of claim 21, the computer readable storage
medium further comprising computer-executable instruc-
tions stored therein for causing said computer processor at
said data custodian to:

receive information for identifying a party other than the

first or second parties;

authenticate the party;

receive the first read-only PIN from a device associated

with the party;

deny the party device access to the data of the first party.
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